
SQUID3 CACHING HTTPS & YOUTUBE ON UBUNTU

Note : 
Squid 3, 
Ubuntu server 16.04 x64

we have two interfaces, enp3s0 as WAN & enp4s0 as LAN.

Set ip forwarding



set masquerade

reboot

tes ping on client

install open ssl



install devscripts

install lib ssl-dev

download squid3

extract squid

configure & install squid, make sure to enable-ssl-crtd –with-openssl to cache https



make certificate



make ssl db

set squid.conf, this scripts to enable http & https transparent



this script to cache youtube elements (jpg, gif,web,js,css)

note : according wiki squid, the best solution for cache youtube today is cache 
js,css,images.



Make store-id.pl

make squid dir for log & cache



set rc.local

make self squid file on init.d to running squid on booting

install id language pack for indonesian region



 start service squid

install ccze

install apache2 web server

put certificate to /var/www/html



on clients (laptop, pc, smart phone, tablet, etc) browsers (firefox,IE,chrome, etc) 
browse to ip proxy and install certificate myCA.der 

tes http caching



tes https caching

tes youtube caching
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