PROXY SQUID

WAN - PROXY - LAN
WAN - 192.168.100.1
PROXY — eth0 192.168.100.10 eth1 192.168.2.1

LAN - 192.168.2.0/24

1. (after set router)install squid3 & ccze

padli@raisa: ~

padli@raisa: ~ X | padli@raisa: ~ x

padli@iraisa:~% sudo apt-get install squid3 ccze
[sudo] password for padli:
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
libecapz 1ibltdl7 libmnle libnetfilter-conntrack3 squid-langpack
squid3-common ssl-cert
Suggested packages:
squidclient squid-cgl squid-purge smbclient winbindd openssl-blacklist
The following NEW packages will be installed:
ccze libecapz 1ibltdl7 libmnle libnetfilter-conntrack3 squid-langpack squid3

squid3-common ssl-cert
0 upgraded, 9 newly installed, ® to remove and 166 not upgraded.
Meed to get 2461 kB of archives.
after this operation, 9634 kB of additional disk space will be used.
Do you want to continue? [Y/n] I




2. set "nano /etc/squid3/squid.conf”

padli@raisa: ~

padli@raisa: ~ X | padli@raisa: ~ x

GNU nano 2.2.6 File: /Jetc/sguid3/squid.conf

visible hostname raisa
cache_mgr padliyuliang@ymail.com
cache_effective_user proxy
cache_effective_group proxy

acl SSL_ports port 443
acl Safe_ports port 80
acl Safe_ports port 21

W8 Get Help ¢ WriteOut @i Read File @Y Prev Page @d Cut Text g8 Cur Pos
W Exit Wl Justify Ml Where Is gV Next Page @l UnCut Textig] To Spell

3. set cache dir

padli@raisa: ~

padli@raisa: ~ x | padli@raisa: ~ x

padli@raisa:~$ sudo squid3 —zl

4. start service squid3

padli@raisa: ~

padli@raisa: ~ X | padli@raisa: ~ X

padlif@raisa:~% sudo service squid3 start
squid3 start/running, process 2162
padli@raisa:~$ sudo service squid3 start

start: Job is already running: squid3
padli@raisa:-~$ I




5. set “nano /etc/rc.local”

padli@raisa: ~ X | padli@raisa: ~ x
GNU nano 2.2.6 File: Jetc/rc.local

iptables -t nat -A POSTROUTING 192.168.2.0/24 -0 eth® -j MASQUERADE
iptables -t nat -A PREROUTING 192.168.2.0/24 -p tcp --dport 80 -j REDIRECT --to-ports 3128
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6. reboot proxy

padli@raisa: ~

padli@raisa:~$ sudo rebootl]

7. tes browsing client
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8. cek log squid
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Dok 01/06/2015 padliyulian@ymail.com



