CONFIG NANO STATION M2 P2P & PICO STATION M2HP AS AP

Note :

Topology (AP WDS ---- DISTANCE ---- STATION WDS & AP)

Internet Gateway ip 192.168.11.1/248

NanoStation M2(1) as AcessPoint WDS ip 192.168.11.2/248

NanoStation M2(2) as Station WDS ip 192.168.11.3/248

PicoStation M2HP as AcessPoint LAN ip 192.168.11.4/248
WLAN ip 192.168.100.1/24

Client DHCP ip 192.168.100.0/24




NanoStation M2 (1) as AP WDS

1. Default ip NS M2 192.168.1.20 with user & passwd ubnt.

3 Login

€ ) @ | hitps//1921681.20/login.cgitu

e

shielded Ethernet cable and earth grounding must be used as conditions of product warranty:
1t is the instalier's responsiilty to follow local country regulations including operation within
legal frequency channels, output power, and Dynamic Frequsncy Selection (DFS)
“You are for keeping the. 9 g to

“You must also read and agree to the terms of the UBIQUIT FIRMWARE LICENSE AGREEMENT
in the link below before you can dowinload or install or use the Ubiquili airDS™ Firmware.

UBIGUIT] FRMWARE LICENSE AGREEMENT

[V Lagree to these TERMS OF USE and the UBIQUITI FIRMWARE LICENSE AGREEMENT

2. set wireless & change.

ﬂ'm [NanoStation M2] - Wireless
€ ) @ | retps//192168120/linkcg & || Q seorch w a + i & =

|
|

Nanoostation /<
WIRELESS

Configuration contains changes. Apply these changes?

Basic Wireless Settings

Wireless Mode:  Access Point
WDS (Transparant Bridge Mode)
S5ID: stet [] Hide SSD
Country Code: | indonesia
[EEE 802.11 Mode: | BIG.

Channel Width:{?] | 20 MHz -

Channsl Shifing{] Disable =
Frequency, MHZ Auto &
Extension Channel | Hone -]

Frequency List, MHz: [ Enable

Auto Adjust to EIRP Limit. [/] Enable
Output Power. dBm
Data Rate Module: Default
Max TX Rate, Mops:  MCS 15 - 130 -

Wireless Security

Securty WPAZ-AES -
WPA Authentication: PSK

WPA Preshared Key: swessssess| [ Show
MAC ACL: [F] Enable




3. set network & change.

ﬂ'm [NanoStation M2] - Network x

192168120/ network.cgi <

Nanootation <

[ == [ [ wineeess | werwors [ ao ;

[ Network Role

Network Mode: Bridge
Disable Network: None

[ Configuration Mode

Configuration Node:  Simple -

[l Management Network Settings 2

Management IP Address: DHCP @ Static
P Address: 192188112
Netmask: 255.255.265.248 ]
Gateway IP: 152.168.11.1
Primary DNS IP; 8.88.8

Secondary DNS IP: 8.8.4.4

NTU: 1500
Wanagement VLAN: [ Enable
Auto P Afiasing: [T] Enable
STP: [T] Enable

4. set advanced, config distance depend on your location, then change.

!f 3 [NanoStation M2] - Advan... % I

€ ) @ | hitps//192168.1.20/advanced.cgi C || Q Search | & B 4+ & & =

Nanootation /<
ADVANGED

Advanced Wireless Settings

RTS Threshoid: [
Distance: | 04 mies (0.6 km) [V] Auto Adjust

Agoregation: [7 Frames 50000  Bytes [] Enable

i

Wuticast Data: [7] [F] Allow Al
Multicast Enhancement: [7] [¥] Enable
Installer ERP Controt [7] [7] Enable

Extra Reporting: [ Enable

Client Isolation: [7] [] Enable

Sensitivity Threshold, dBm: [7] |-96 [@]off

Advanced Ethernat Settings

LANG Speed: [7] Auto -
LAN1 Speed: [7] Aulo ~
POE Passthrough: [?] [7] Enable

Signal LED Thresholds

LEDI LEDZ LED3  LED4

Thresholds, dBm: [7] - 94 - 80 -73 - 65




5. set services, enable NTP client & change.

Ua [NanoStation M2] - Services %

€ @ | hitps://192168.1.20/servic

Nanootation <

i HITELESS Lo NETHOR SErcE. i

Ping Watchdog SNMP Agent

Ping Watchdog: [T] Enable SNMP Agent: [7] Enable
IP Address To Ping SNMP Community: | public
Ping Interval, | seconds Contact: [

Startup Delay; | seconds. Location

Failure Count To Reboot:

Save Supportinfo: |

Web Server SSH Server

Web Server SSH Server,

Enable

Secure Connection (HTTPS); Server Fort: 22 =

Secure Server Port Password Authentication

ServerPort: 80 Authorized Keys:
Session Tmeout: |15 minutes
Telnet Server NTP Client
Teinet Server: (] Enable NTP Client
Server Port: [23 TP Server: 0. poolntp.org
Dynamic DNS System Log

6. set system, change default user & passwd, then change.

!J 3 [NanoStation M2] - System % e e

€ ) @ | hitps//192168.1.20/system.cqi C || Q Search

Nanootation /<
SYSTEM

Firmware Update

Firmware Version: XM.vS.5.8 Upload Firmware: Ho file selected.
Build Number: 20991

Enable [ Check Now

Device Date Settings

Check for Updates:

Device Name: NanoStation M2 Time Zone: (GMT) Western Europe Ti +
Interface Language: English = Startup Date: [ Enable

Startup Date: |

System Accounts

Administrator Ussrmame: ‘admin %

Current Password;

Hew Password: essw erify New Password:

Read-Onfy Account [] Enable

Miscellaneous Location

Reset Button: 7 Latitude:

Longitude:




7. enable airMax & change, then apply all config.

* ﬁ @ | hitps//1921681 20/ubnt cgt ¢ |[Q seamn & +r A ® =

Nanootation /< OS

alrMAX Settings airView

aiAX: [7} [7] Enable airView Port: 7] 13888
Long Range PP Link Mode: [71 [7] 5 Launch airView 171

airselect

airSelect: [?] [] Enable

Change

@ Copyright 2006-2014 Ubiguiti Networks, Tne.




NanoStation M2 (2) as Station WDS

1. Default ip NS M2 192.168.1.20 with user & passwd ubnt.

!J A Login x

€ | @ | https://192168.1.20/login,

iPun=/

Username: il
Lo

shielded Ethernet cable and sarth grounding must be used as conditions of product warr
It & the installer's responsibifty fo follow local country regulations including operation within
legal frequency channels, output power, and Dynamic Frequsncy Selection (DFS)
for keeping the g gto

“You are

“You must also read and agree to the terms of the UBIQUIT FIRMWARE LICENSE AGREEMENT
in the link below before you can dowinload or install or use the Ubiquili airDS™ Firmware.

UBIGUIT] FRMWARE LICENSE AGREEMENT

[V Lagree to these TERMS OF USE and the UBIQUITI FIRMWARE LICENSE AGREEMENT

€ @ | hitps//1921681.20/link.cgi

Nanootation <

Wireless Mode:
WOS (Transparent Bridge Mode):
SSID:

Lock to AP MAC:

Station
[¥] Enable

sitel

B3.72:51:26:8C:88

@ [NanoStation M2] - Site Survey - Mozilla Firefox

+ @& O

Country Code: | ndonesia
EEE 302.11 Mode: | BIG/N mixed 2368 ) srveysaitiaces st
= Site Survey
Channel With{7] | Auto 2040 MHz -
L Scanned Frequencies
Channel Shifting[?] Disable - 2.412GHz 2.417GHZ 2 422GHz 2 427GHzZ 2.432GHz 2.437GHz 2.442GHz 2.447GHZ 2.452GHzZ 2 457GHZ 2.462GHz 2 467GHz 2.472
Frequency Scan List, MHz [T] Enable
WAC Address ss0 Device Name Encryption  Signal / Noise, dBm Frequency, €
Auto Adiust to ERP Limit: [7] Enable
_ ) B4T75:0EDDEDOE lambang_jaya NONE 78188 2472
—_—)
Oulpiower: T i 6872512 8038 stel NanoStation M2 wes2 EVE 2452
Bain Rath Mot ERGl x: | OD:ASBDAYITAS PT BUDI BERLIAN WRAZ 87198 2472
Max T Rate, Mbps: | MCS 15 - 130 [300] v @Al e gozrzzaETses implement-ns2 implement-ns2 WPA2 -90/-98 2412
Wireless Security
Selectable L

Securty:
WPA Authentication

WPA Preshared Key:

Lock o AP




3. set network & change.

T [NanoStation M2] - Network %

€ | @ | hitps://1921681.20/network.cqi e || Q Searen

Nanootation <

[ == [ [ wineeess | werwors [ ao ;

[ Network Role

Network Mode: Bridge

Disable Network: None

[ Configuration Mode

Configuration Node:  Simple -

[l Management Network Settings 2

Management P Address:
IP Address: 192.188.11
Netmask: 255.255.255.248

DHCP @) Static

Gateway IP: 192.168.11.1
Primary ONS P; 8.8.8.8
Secondary DNS IP: §.8.4.4
NTU: 1500
Wanagement VLAN: [ Enable
Auto P Afiasing: [T] Enable
STP: [T] Enable

4. set advanced, enable POE passthrough. (give power to secondary port, used by
picoStation M2HP)

3 [NanoStation M2] - Advan,

1447918293060 C || Q Search | % B8 ¥ ® 8 =

€ | @ | https://192168.11 3/advanced.c

Nanootation /<
ADVANGED

Advanced Wireless Settings

RTS Thresnold: (7)[2346

Distance: [ 04 miles (0.6 km) [7] Auto Adjust
Frames 50000  Bytes [7] Enable

Allow All

Aggregation: [
Multicast Data: [

Installer EIRP Control: [7] 7] Enable
Extra Reporting: [?] [¥] Enable
Sensitivity Threshold, dBm: [71 |-95 | mlof

Advanced Ethernet Settings

LANG Speed: [7]  Auto -
LAN1 Speed: [7] Auto -
FOE Passthrough: [7]

Enable

Signal LED Thresholds

LED1  LED2  LED3  LED4
Thresholds, dBm: [7] - 94 - 80 -73 -85

@ Copyright 2006-2014 Ubiguiti Netvorks, Inc.



5. set services, enable NTP client & change.

Ua [NanoStation M2] - Services %

service:

€ @ | hitps//1921681.20

Nanootation <

Ping Watchdog

SERVICES

SNMP Agent

Ping Watchdog: [T] Enable
IP Address To Ping: |

Fing Interval seconds.

Startup Delay: (300 seconds
Faiure Count To Reboot: |3

Save Supportinfo: |

SNMP Agent: [7] Enable
SNMP Community: | public
Contact: |

Location: |

Web Server SSH Server
Web Server: [7] Enable SSH Server: [@] Enable
Secure Connection (HTTPS): (7] Enable ServerPot 22 =
Secure Server Porl: 443 Password Authentication: [7] Enable
ServerPort: 80 Authorized Keys:
Session Tmeout: |15 minutes
Telnet Server NTP Client
Teinet Server: [0 Enable NTP Client: [7] Enable
Server Port: [23 TP Server: 0. poolntp.org
Dynamic DNS System Log

6. set system, change default user & passwd then change & apply all config.

!J 3 [NanoStation M2] - System %

€ ) @ | hitps//192168.1.20/system.cqi

Nanootation /<

Firmware Update

SYSTEM

Firmware Version: XM.vS.5.8
Build Number: 20991
Check for Updates:

Device

nable [ Check Now.

Upload Firmware: Ho file selected.

Date Settings

Devics Name: NanoStation 112

Interface Language: English

System Accounts

Time Zone: (GWT) Westem Europe Ti +
Startup Date: [] Enable

Startup Date: |

Administrator Username: admin

Current Password;

Hew Passwiord:

Read-Onfy Account [] Enable

Miscellaneous

Verify New Password) e

Location

Reset Button: |7

Latiude:

Longitude:




7. well done

U’m [NanoStation M2] - Main %

_(' P @ |

92.16811.2/index.cgi ¢ || Q Seorch

Nanootation /<

Device Name: NanoStation M2 APMAC: BB72:51:2E:8C88
Network Mode:  Bridge Connections:
Wireless Mode:  Access Paint WDS Noise Floor: 88 dBm
SsD: siet TransmitCCQ: 93.7%
Securtty. WPA2-AES
Version: v5.5.8
Uptime:  00:53:10
Date:  2015-11-19 07:28:31

airllAX: Enabled
airlAX Quality: 2%
airl{AX Capacity. 9%

ChannelFrequency: 9172452 MHz wrcledl; {Chsaltest
Channel Width: 20 MHz
Distance; 0.1 miles (0.2 km)
TXRX Chaing: 2X2
WLANO MAC  88:72:51:2E:8C:88
LANO MAC 68:72:51:2F:2C:88
LAN1T MAC BA:72:51:2F.8C:88
LAND/LAN1  100Mbps-Ful ! Unplugged

Monitor
Throughput | Stations | Interfaces | ARP Table | Bridge Table | Routes | Log
WLAND LANG
250

[ | ,}Rx 1.6kbps.
B TX 5.47kbps

3 [NanoStation M2] - Main

Nanooiation /v

Device Name:  NanoStation M2 APMAC B87251:2E.8C88
Network Mode:  Bridae Signa Strength: [EEL NN EEEE -1 dgm
Wirsless Wode:  Station WDS Horizontal/ Vertical: -1 /-31 dBm
s8D: sket Nois Floor:  -57 dBm
Security. WPAZ-AES TransmitCCO: 98 %
Version: v5.58 TXRX Rate: 130 Mbps / 78 Mbps
Uptime:  00:20:08
Date: 2015-11-19.07:28:54

airMax: Enabled

airlAX Priority:  None
ChannelFrequency: 972452 MHz airMAX Quality: 92%
Channel Width: - 20 1MHz airlAX Capacity. EEBL I COEEE _|79%

Distance; 0.1 miles (0.2 km)
THRX Chains:  2X2
WLANO MAC  68:72:51:2E:8C:99
LANO MAC 8B:72:51:2F-BC:59
LANT MAC  BA72:51:2F:80:99
LANO/LAN1  Unplugged / Unpiugged

Monitor

Throughput | AP Information | Interfaces | ARP Table | Bridge Table | Routes | Log
WLAND

8
18
4
i3
::
4




PicoStation M2HP as AP

1. default ip PicoStation M2 is 192.168.1.20 with user & passwd ubnt.

c‘_O.;nm‘n | % B8 ¥ ® 8 =

& @ | https://192168.1.20/login.cgilu

e

cable and
1t is the instalier's responsiilty to follow local country regulations including operation within
legal frequency channels, output power, and Dynamic Frequsncy Selection (DFS)
‘You are for keeping the unit working ac g to

“You must also read and agree to the terms of the UBIQUIT FIRMWARE LICENSE AGREEMENT
in the link below before you can dowinload or install or use the Ubiquili airDS™ Firmware.

UBIGUIT] FRMWARE LICENSE AGREEMENT

I agree to these TERMS OF USE and the UBIQUITI FIRMVARE LICENSE AGREEMENT

2. set wireless & change.

_(- ﬁﬂ itps://192.168 114 link.cgi e || Q Searen % A + & & =

WIRELESS

Basic Wireless Settings

Wiireless Mode: Access Point
WDS (Transparent Bridge Mode). [] Enable
SSD; wifiste2 | [0 HideSSD
Country Code: | Indonesia
EEE 80211 Mode: | B/GIN mixed
Channel Width:{?] 20 MHz

Disable -

Channel Shifting:{7]
Frequency, MHz Auto ~
Extension Channet | None v

Frequency List, MHz: ] Enable
Auto Adjust to ERP Limi: [7] Enable

n

Antenna Gain: [0 aBi Cable Loss: |0
Output Power: 20 dBm
Data Rate HModule: Defaut -
Max TX Rate, Mbps: MC57-65

Wireless Security

Securty. WRAZ-AES -
WPA Authentication: PSK +
[ Shaw

WPA Preshared Key: =
MACACL: [T] Enable




3. set network & change.

W [PicoStation M2] - Network %

€ | @ | hitps//1921681.30/ network.coi C || Q Seonch

NETWORK

[=] Network Role

Network Mode: Router

Disable Network: None

[ Configuration Mode

Configuration hode: | Simple

[ WAN Network Settings

VAN Inferface: | LAND -
WAN P Address: % DHCP @) Static

IP Address: 182.188.11.4

Netmask: 255.255.255.248

Gateway IP: 192.168.11.1

Primary DNS [P

Secondary DNS P: 8.8.4.4

WTU: 1500

Block management access: [0] Enable
DMZ: [[] Enable

Auto P Aliasing: [ Enable

MAC Address Cloning: [] Enable

| 3 [PicoStation M2] - Network %

€ @ | hitps//1921681.20/network.coi & || Q Search

Secondary DNS P: 8.3.4.4
wTU: 1500

NAT: [¥] Enable

NAT Protocol

Block management access: [] Enable
DMZ: [F] Enable

Auto IP Aflasing: [7] Enable

MAC Address Claning: [7] Enable

[ LAN Network Settings

LAN Interface: WLANO
P Address: 192.168.100.1
Netmesk 2552552550 | L

WTU: 1500

DHCP Server: (%) Disabled @ Enabled (%) Relay

Range Start: 192.168.100.20
Range End: 192.168.100.100
Netmask: 255.255.255.0

Lease Time: 600
DHS Proxy:
UPnP: [F] Enable

Enable

Port Forwarding

Multicast Routing Seftings

 Copyright 2006-2014 Ubiquiti Networks, Tnc.




4. set advanced & change.

W'> pcssonsar- s s

€ a hitps://192 1681 20/ acdvanced.cgi ¢ || Q Seorch % A + & & =

Ficoolation <

E=DETar [Lenuaa] aovavcen |si

Advanced Wireless Setfings

ATS Threshold: [7] |2
Distance: 04 mikes (0.6 km) [¥] Auto Adjust

Aggregation: [7] 32 Frames 50000  Bytes

Enable

Mulicast Data: [7] (] Allowe All

I

Mutticast Enhancement: [7] [¥] Enable

[F] Enabie

Enable

Installer EIRP Controt: |

Extra Reportng: [7]
Client lsolation: [7] [T Enable

Sensitivity Threshold, dBm:

Advanced Ethernet Seftings

LANG Speed: [?] Auto Ee

Signal LED Thresholds

LEDI  LEDZ LED3  LED4

-54 |- -7 |-les

Thresholds, dBm:

B. set services, enable NTP client.

M [PicoStation M2] - Services %

+ & & =

€ | @ | hitps//192168.1.20/servic

Ficootation <
SERVIGES

SNMP Agent

Ping Watchdog: [¥] Enable SNMP Agent: [] Enable
IP Address To Ping: 6.8.5.8] SNMP Communiy: |public
Ping Interval. 300 seconds Contact [

Startup Delay; 300 seconds Location

Failure Count To Reboot: 3

Save Support info: [7]

‘Web Server SSH Server

Web Server SSH Server Enable

Secure Connection (HTTPS), Server Fort

Secure Server Port Password Authentication:

Server Port: 30 Authorized Keys.
Session Timeout 15 minutes
Telnet Server NTP Client
Telnet Server. [] Enable NTP Clint. [7] Enable
Server Port: |23 I NTP Server: 0.idpoolntp.org

Dynamic DNS System Log




6. set system, change default user & passwd.

Um [PicoStation M2] - System x n =1

€ @ | hitps//1921681.20/5ystem.cqi & || seonn

SYSTEM

Firmware Version, XM v5.58 Uplod Firmvare. o fik selected.
Buid Humber: 20891
Check for Updates: nabie [ Check Now
Device Date Settings
Device Name: PicoStation 142 Time Zone: (GMT) Western Europe Ti
Interface Language: English = Startup Date: [T Enable

Startup Date:

Systomn Accoints

Administrator Username: admin &

Current Password: sees

Hew Password: sesss Verify New Password, s,

Read-Onfy Account: [] Enable

Miscellaneous Location

Reset Button: [7] Lattude:

Longitude:

7. disable airMax & change, then apply all config.

!J A [PicoStation M2] - Ubiquiti % u e

€ P @ nps/1921681.20/ubnt.cot e || Q seoreh | %l B + £ B =

airMAX Settings airView

airlta: (7] [F] Enable aifView Port: 7] 16388
Long Range PIP Link Mode: [7] | B Launch irView (7]

airSelect

airSelect: [7] [_] Enatle

@ Copyright 2006-2014 Ubiquiti Networks, Inc.




8. try connect to wifi.

I weicome o risawen i

raisa.web.id c X Search

HOME | SHARE | ABOUT | CONTACT

Currently connected to: *
Welcome to My Documentations R
T Intemet access
Wireless Netwark Connection B
Mohon maaf apabila ada kesalahan dalam penulisan serta penyampaian informasi.
Kirimkan kritik dan saran yg membangun ke padli@raisa.web.id el Connected ]
raisa M
sitel o
Best Regards . 2
lambang_jaya i
Padli Yulian, S.Kom. PT BUDI BERLLAN ol
freeBSD ol
SofthP il
Open Network and Sharing Center

Copyright ® 2015 Padli Yulian.

300PM |
11/19/2015

Fs Login % | W Login ]a [Picostation M2] - Main x\_-l- m E@gj
@ | https://192168.11 4/index.cqi @ || Q Search Ll =] + ®& & =

Status

Device Name: PicoStation M2 APMAC: 68.7251:26.8DE5
Network Mode:  Router Connections:
Wirsless Mode:  Access Point Noise Floor: B8 dBm
SSD: wifisite2 Transmit CCQ: 93.3%
Security. WPA2-AES
WVersion:

airdax: Disabled

Uptime:  00:07:
Date; 2015-11-19 08:03:47

m

ChannelFrequency: 5 /2432 MHz
Channel Width: 20 MHz
Distance; 0.1 miles (0.2 km)
TXRX Chains: 1X1

WLAND MAC  63:72:51:26:B0:ES
LANO MAC 68:72:51:27:BD:ES
LAND 100Mbps-Ful

Monitor

Throughput | Stations | Interfaces | ARP Table | Routes | Part Forward | DHCP Leases | Log
WLAND LAND

B R 15.2kbps.
B TX: £ 46Kbps
¥

o0k

g ke

303 PM

BN . ¥ oy
B s

Dok 20/11/2015 padliyulian@ymail.com



