PROXY

WAN - MIKROTIK - LAN

WAN :192.168.1.88/24 static

MIKROTIK ETH1:192.168.1.252/24 static
MIKROTIK ETHZ2 : 192.168.88.1/24 dhcp server

LAN : 192.168.88.0/24 dhcp

1. set web proxy

Web Proxy Settings

GEHEFE||Sti|tus Lookups Inserts Refreshes oK

Enabled Cancel

src. Address: |

Apply

Port: |8080

Clear Cache
] Anonymous

|

|

|

|

Reset HTML |

Parent Proxy: | | il |
|

|

|

|

Access

Parent Prowy Port: | | b

Cache

EacheAdministratur.|padliyulian@yrnail.coml e Direct

Max. Cache Size:E KiB Connections

Max Cache Object Size{2043 |kiB | | cache Contents

[] cache On Disk

Mazx. Client Cmnections:|500 |

Max. Server Eonnections:|600 |

Max Fresh Time: | 3d 00:00:00 |

[ | serialize Connections
[ ] Always From Cache

Cache Hit DSCP (TOS): |4

Cache Drive: | system




2. tambahkan rule blok

Web Proxy Access

IEIE @ | i~ Reset Counters || I~ ResetAll Ccunter5|

# | |src. Address |Dst. Address Dst. Port | Dst. Host

|Path \Method

|Action |Redirect .| Hits

Mew Web Proxy Rule

Action:

Oitems

Redirect Ta: |

Reset Counters

Src. Address: | R | oK |
Dst. Address: | | g | Cancel |
Dst .. [/8o || Apply |
Local Port: | |- | —— |
Dst. Host: |:||*.youtube.com | - | — |
Path: | B | Copy |
Method: | | M | Remove |

|

|

Ressat All Cnunters|

Hits: |0

enabled

CarfE e rrsr e rrrmsr =

Web Proxy Access

|Action |Redirect T|Hits

[=

src. Address: |

Dst. Address: |

Dst. Port: [ |0

Local Port: |

Dst. Host: |

Path: |:||*.3gp

Method: |
Action:

Redirect To:|

Comment

Reset Counters |

Reset All Cou nters|

deny

0

Hits: |0

enabled




Web Proxy Access

EE‘ @ |3: Reset Counters”.;": Reset All Counter5|

Filter Rule: NAT |

(#][=) o]l [

# | |Action

6D &jump

70 &jump

a0 =lredirect
3D =lredirect
100  #l redirect
110 =l redirect
12D #&jump
130  #l redirect
14 D &jump

i place hotspat rules
15/ | & passthrough
i masquerade hotsp
16 =l masquerade
10 PROXY
17 o accept

¢

18 items

MAT Rule ==

GEHEE'|M Enm| Amm| ﬂansnns| i

# | |Src. Address |Dst. Address Dst. Port | Dst. Host |path |Method | Action |Redirect T|Hits >
o @ a0 * youtube.com deny o i
1 @ 20 * 3gp deny 0
2 items
| | T = = —— T
3. set nat

Chain: |dstnat

Src. Address: [ |[192.168.88.0/24

Dst. Address:

Pratocol: [ 1|6 (tcp)

Disable

Comment

src. Port: |

Dst. Port: [ |20

Remaove

Any. Port: |

In. Interface: [ |

Dut. Interface: |

Packet Mark:|

Connection Maﬂd

Routing Mark:|

Routing Tahle:|

Connection Type:|

Reset Counters

Reset All Counters




MAT Rule <>

General Advanced Bxtra Action | statistics

Action: |redirect

Filter Rules NﬁT| . To Ports: | 3080 Apply

=] []lE] Disatle

# | [action
6D &jump
70 &jump
8D =l redirect =
90 #lredirect Remove

100 &l redirect

1o =l redlrect Reset Counters

12D &jump

130 &l redirect Reset All Counters

14D Ajump
ii: place hotspot rules
15X | & passthrough
1 masguerade hotsp

16 =l masquerade
i1 PROXY

17 of accept

Comment

*|
18 items

4. tes client

ERROR: Forbidden - Mozilla Firefox

v &| | Q search B ¥ & &

While trying to retrieve the URL http://www.youtube.com/:

« Access Denied
Your cache administrator is padlivulian@ymail.com.

Generated Fri, 02 Jan 1970 04:59:56 GMT by 192.168.88.1 (Mikrotik HttpProxy)




5. set NTP client agar format waktu tepat

=it | SLails | L DOKL LIMSETLS  HETTESNES

SMNTP Client

Mode: |unica5t

B Frimary NTP Server: | 103226212 4

I'ee ]

Secondary NTP 5&rver.| 20316012853

Dynamic Servers:|

Poll Interval: |32 s

Active Server: |103.226.218.4

Last Update:|0{]:ﬂﬂ:05 ago

|
|
Last Update From:| 103.226.218.4 |
|
|

Last A.djustment:| 1431574727 233 633 us

Last Bad Packet From| |

Last Bad Packet] |

Last Bad Packet Reason | i

6. tes client

ERROR: Forbidden - Mozilla Firefox ®* OB v 53 m
VFIERSLELEUEE &  ERROR: Forbidden

www.youtube.com v C||Q search wB ¥ & ©

ERROR: Forbidden

While trying to retrieve the URL http://www.youtube.com/:

* Access Denied

Your cache administrator is padlivulian@ymail.com.

Generated Fri, 15 May 2015 08:43:14 GMT by 192.168.88.1 (Mikrotik HttpProxy)

T EEFEELERLE

s



7. set error page (ubah ke bhs indonesia)

Web Proxy Settings

General Sﬁﬂus| Lﬂlllll!i| lm:m;| Ilel‘reshes| oK

Enabled Cancel

src. Address: |::

Apply

Port: |8080

Clear Cache
] Anonymous

|

|

|

|

Reset HTML |

Parent Pro... | |
|

|

|

|

Access

Reset HTML Cache

Direct

Connections

Cache Contents

Mazx. Client Conn e:ﬁms:| a00

Max. Server Emnectinns:|EUU

Max Fresh Time: |3d 00:00:00

[ | serialize Connections
[ ] Always From Cache

Cache Hit DSCP (TOS): |4

Cache Drive: | system

running




8. copy file web proxy

File List

IEI | Backup || Restore |

|Fi|e Mame § |Type |Ereation Time
= hotspot/logout. html .html file Janf02/19370 04:02:31
= hotspot/md5.js s file Jan/02/1370 04:02:29
= hotspot/new 2.html .html file Jan/02/1270 04:02:23
= hotspot/radvert. html “html file Jan/02/1370 04:02:31
= hotspot/redirect.html “html file Jan/02/1370 04:02:31
Ehmspnﬂrlugin.html hitrnl file Janf02/1970 04:02:29
= hotspot/status. html .html file Janf02/1970 04:02:31
= hotspot/style.css .css file Janf02/19370 04:02:31
D hotspot/xml directory Janf02/19370 04:02:29
= hotspot/xml/WISPACCessGa... xsd file Janf02/1370 04:02:31
Elhotspotfxmlfalogin.html .html file Janf02/1370 04:02:31
= hotspot/=ml/error. html “html file Jan/02/1370 04:02:31
= hotspot/xml/flogout.html “html file Jan/02/1370 04:02:31
= hotspot/xmlflogin.html hitrnl file Janf02/1970 04:02:31
= hotspot/xml/logout. html .html file Janf02/1970 04:02:31
= hotspot/xml/rlogin.html .html file Janf02/19370 04:02:31
| webproxy directory May15/2015 08:46:10
= webproxyerror. html .html file May/15/2015 02:46:33

41 items (1 selected) 17.6 MiB of 512.0 MIiB used 96% free

9. tes client

ERROR: The requested URL could not be retrieved - Mozilla Firefox $ < m €) 15:47 I
ERROR: The requested ... %

& www.youtube.com

ERROR

ERROR: URL yang anda minta tidak dapat kami tampilkan

Ketika anda mencoba untuk mengunjungi URL: http://www.youtube.com/

Kesalahan berikut ini ditemui:

Akses Ditolak.

Ma'af untuk kenyamanan akses internet bersama, situs yang ingin anda kunjungi kami tutup karena mengandung salah satu unsur berikut

= Pornografl

* Judi

* Phising/Malware
* SARA

* Proxy

* Jejaring Soslal

Sehingga mengganggu pekerjaan dan akses internet publik, jika merasa ini tidak benar silahkan menghubungi bagian IT.
Untuk URL Jejaring Sosial akan kami buka pada jam istirahat dan pulang kantor. Terima kasih Dept. IT PT Lambang Jaya

Administrator jaringan anda adalah padliyulian@ymail.com.

Generated Fri, 15 May 2015 08:496:44 GMT by 192.168.88.1 (Mikrotik HtipProxy)

T EFECLERLE

=)y



10. aktifkan blok pada jam kerja

MAT Rule <132.1 8.0/ 24->80>

~¥— Connection Limit

Filter Rules NﬁT|uang||45e1

—»— Limit

—w— Dst. Limit

#][ =] []%] [o] [7

[Action [q M

& Time

FE jump H

A jump Time: |0800:00

|-[12:00:00

Apply
Disable

Comment

=l redirect
=|| redirect

sUn mon tue wed

(vl thu

[w] fri

[v] sat

2|l redirect —w— 5rc. Address Type

=l redirect ~w— Dst. Address Type

FEjump
=| redirect

~w—PsD

~w— Hotspot
FEjump

opy

Remove

Reset Counters

Reset All Counters

ii: place hotspot rules here ~¥ IP Fragment

15X | # passthrough |
i1 masquerade hotspot net

16 =l masquerade 5
i PAGL

17 =l redirect

¢
18 items (1 selected)

NAT Rule <=

~¥~ Connection Limit

Cancel

Filter Rule: NAT |Hanﬂ|4 Sl:ﬂlcel'tlis| €l v Limit

IEHE‘ Iz‘ 00 Reset] —¥— Dst Limit

15(X 4 passthrough unused-h...

Apply
R S——c R
8D =l redirect hs-unauth ~a- Time
30 =l redirect hs-unauth Time: |1 |-[17:00:00
100  =lredirect hs-unauth -
110 =l redirect hs-unauth sun man tue wed thu fri sat Copy
12D  @Ajump hs-unauth ~¥- Src. Address Type
130 =l redirect hs-auth -w- Dst. Address Type
14 D &jump hs-auth -w-psD Reset Counters
i1 place hotspot rules here
-¥- Hotspot ’—‘

Reset All Counters

;i masquerade hotspot network ~¥— IP Fragment

16 =l masquerade srcnat 19|
i1 PAGI

17 =l redirect dstnat
i1 SIANG

18 + accept srcnat

*]
19 items (1 selected)
|




11. cek log

Janf02/1370 04:34:32
Janf02/1970 04:34:32

Janf02r1970 04:35:29
Janf0271970 04:35:29
1anf02/1970 04:52:47

hotspot, info, debug
hotspot, info, debug

hotspot, info, debug
hotspot, account, inf..
system, info, account

admin (132.168.88.254). trying to log in by cookie

admin (192.168.88.254): login failed: invalid username| |

password

padli (192.162.82.254): trying to log in by https

padli (192.188.82.254): logged in

user admin logged in from 192 168 88254 via winbox

1an/02/1970 04:52:50
Janf02F1370 04:54:35
1an/02/1970 04:56:22
1an/02/1270 04:56:57
JanfO2/1970 04:57:59
Janf02/1370 04:59:30
Janf02/1970 05:01:13
Janf02/1970 05:03:08
May/15/2015 0&42:09
May/13/2015 02 46:11
May/15/2015 085313
May/13/2015 025408
May/15/2015 08:56:02
May/15/2015 02:56:21
May/15/2015 16:05:44
May/15/2015 16:06:10
May/13/2015 23:06:10
May/13/2015 16:06:13
May/153/2015 16:06:13
May/13/2015 155842

system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info
system, info

hotspot user admin changed by admin

http proxy settings changed by admin

the proxy access rule added by admin

the prosy access rule added by admin

nat rule added by admin

nat rule changed by admin

the proxy access rule added by admin

SMTP client configuration changed by admin
SMTP client configuration changed by admin
http proxy settings changed by admin

nat rule changed by admin

nat rule changed by admin

nat rule added by admin

nat rule changed by admin

system time zone settings changed by admin
system time zone settings changed by admin
system time zone settings changed by admin
system time zone settings changed by admin
system time zone settings changed by admin
system time zone settings changed by admin

12. set servis (disable yg ngk perlu)

IP Service List

| %] 7]

|Name
.| api
® api-ssl
* fip
% ssh
* telnet
2@ winbox 23291 192168 28.0/24
& ww a0
O www-5s] 443 192 162 28.0/24

/ |Port Available From Certificate

none

g items (1 selected)




Dok 15/05/2015 padliyulian@ymail.com



