AFTER INSTALL CENTOS

Note : centOS 7

1. config network “"nmtui”.

VM 100 ('centOS7') - Mozilla Firefox
3 =~ & https://192.168.100.10:8006/?console=kvm&vmid=100&vmname=centOS7&node=raisa

Start Shutdown Stop SendkKey » Reset Suspend Resume Console

[root@localhost ~1# amtui

2. edit a connection.

NetworkManager TUI

Please select an option

Edit a commection

Activate a conmection
Set system hostname

Quit




3. edit.

Ethernet =« <Add>

<Delete>

4. set ip etc.

] Edit Connection |

Profile name =
Device = (52:4C:99:89:98:B8)

= ETHERHET <Show>

1 [Pv4 CONFIGURATION <Hide>
Addresses CRemove>
<Add. . .>»
Gateway kst
DN3 servers iiEEE: <Remove
<Add...>
Search domains <Add...>

Routing (Mo custom routes) <Edit...>»
[ 1 Hever use this network for default route

[ 1 Require IPwv4 addressing for thiz commection

= IPub CONFIGURATION <Automatic> <Show>

[¥]1 Automatically comect
[X]1 Available to all users

<Cancel>




B. active a connection.

6. ok.

7. set hostname.

NetworkManager TUI

Please =elect an option

Edit a commection

Aict ivate a commection

Set system hostname

Quit

<Deactivate’

NetworkManager TUI
Please select an option

Edit a commection
fActivate a commection

bet system hostname

Quit




8. ok.

| Set Hostname |

s Gl cent057 . localhost

<Cancel>

9. cek config network.

M S E VM 100 ('centOS7') - Mozilla Firefox
3 ' & https://192.168.100.10:8006/?console=kvm&vmid=100&vmname=centOS7&node=raisa

Start Shutdown Stop SendKey - Reset Suspend Resume  Console

[root@localhost ~1# ip addr
1: lo: {LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogqueuwe state UNKNMOLM
link~loopback BA:88:88:60:80:88 brd B0 :66:868:860:806 :88
inet 127.8.8.1-8 scope host lo
valid_1ft forever preferred_lft forever
inetb ::1-128 =cope host
valid_1ft forever preferred_Ift forever
: ensl8: <BROADCAST,MULTICAST,UF,LOWER_UP> mtu 1588 gdisc pfifo_fast state UPF gqlen 1688
linksether 52:4c:99:b9:98:b8 brd £ :ff:ff:ff:FL: T
inet 192.168.1880.21-24 brd 192.168.188.255 scope global ensld
valid_1ft forever preferred_lft forever
inetb feBB::584c:99ff :feh9:98b864 scope link
valid_1ft forever preferred_lft forever
[root@localhost ~1# ip route
efault via 192.168.188.1 dev ens18 proto static metric 168
192.168.188 8-24 dev ens18 proto kernel =cope link src 192.168.188.21 metric 188

[root@localhost ~1# more setc/resolw.conf
it Gemerated by NetworkManager
search localhost

) 56(34) hgtes of data.

64 bytes from 8.8.8. icmp_seq=1 tt1=56 time=2Z5 ms

64 bytes from 8.85.8.8: 1cmp_seq—2 tt1=56 time=48.3 ms

64 bytes from 8.8.8.8: icmp_seq=3 tt1=56 time=61.5 ms

64 bytes from 8.8.8.8: icmp_seq=4 tt1=56 time=39.5 m=s

C

--- 8.8.8.8 ping statistics ——

4 packets transmitted., 4 received, B« packet loss, time 3884m=
ritt minsavgsmax-mdev = 39.582.-93.789-225.377-76.422 ms
[root@localhost 14




10. tfambahkan repository epel.

VM 100 ("centOST') - Mozilla Firefox
[ ' @ https://192.168.100.10:8006/?console=kvm&vmid=100&vmname=centOS7&node=raisa

Start Shutdown Stop SendKey~ Reset Suspend Resume Console Refresh  Reload

[rootPlocalhost ~1# yum install epel-release.noarch
Loaded plugins: fastestmirror

: extras,?,xB6_64-primary_db
. base/?/x86_64-group_gz
¢ updates/?/x86_b4 primary_db
. base/?,x86_64-primary db
Determining fastest mirrors
= base: kartolo.sby.datautama.net.id
= extras: kartolo.sby.datautama.net.id
= updates: kartolo.sby.datautama.net.id
[Resolving Dependencies
--> Bumming transaction check
---> Package epel-release.noarch B:7-5 will be installed
--> Finished Dependency Resolution

11. update.

M S @ padli@centOs7:/
[root@cent0S7 [f1# yum -y updatel

12. install net-tools.

M & @ padli@centOS7:/

[root@cent0s? fl# yum -y install net—toolsl




13. cek net-tools.

M S5 padli@centOs7:/

[root@cent0s7 []# ifconfig
ensl18: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.100.21 netmask 255.255.255.0 broadcast 192.168.100.255
inet6 feBO::504c:997f:feb9:98b8 prefixlen 64 scopeid 8x20<link=>
ether 52:4c:99:b9:98:b8 txqueuelen 1808 (Ethernet)
RX packets 142008 bytes 111197904 (106.0 MiB)
RX errors 0@ dropped © overruns @ frame @
TX packets 120794 bytes 8287433 (7.9 MiB)
TX errors @ dropped © overruns @ carrier 8 collisions @

lo: flags=73<UP,LOOPBACK,RUNNING>= mtu 65536
inet 127.08.0.1 netmask 255.0.0.0
ineté :: prefixlen 128 scopeid @xl1@<host=
loop txqueuelen @ (Local Loopback)
RX packets ® bytes 0 (0.0 B)
RX errors @ dropped © overruns @ frame @
TX packets ® bytes @ (0.0 B)
TX errors @ dropped ® overruns @ carrier @ collisions @

[root@cent0s7 /]# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.100.1 0.0.0.0 UG 100 0 0 ensis
192.168.100.0 0.0.0.0 255.255.255.0 u 100 0 0 ensis
[root@centos7 []# |}

14. list file config network.

OS5 padli@centOs7:/

[root@cent0s7? []# 1s fetc/sysconfig/network-scripts/
ifdown-ppp ifup-ib ifup-Team
ifdown-routes ifup-ippp ifup-TeamPort
ifdown-sit ifup-ipveé ifup-tunnel
ifdown-Team ifup-isdn ifup-wireless

ifdown-TeamPort 1ifup-plip init.ipv6-global
ifdown-tunnel ifup-plusb network-functions
ifup ifup-post network-functions-ipvé
ifup-aliases ifup-ppp

ifdown-isdn ifup-bnep ifup-routes

ifdown-post 4ifup-eth ifup-sit

[root@centos7 /1% |}




15. install nmap.

M S5 padli@centOs7:/

[root@cent0s7 /]# yum -y install nmapl

16. cek open ports.

.

padli@centOsT7:/
[root@cent0S7 /]# nmap -v localhost

Starting Mmap 6.48 ( http://nmap.org ) at 2015-87-23 10:58 WIB
Initiating SYN Stealth Scan at 10:58

Scanning localhost (127.0.0.1) [1000 ports]

Discovered open port 22/tcp on 127.0.0.1

Discovered open port 25/tcp on 127.0.0.1

Completed SYN Stealth Scan at 10:58, 0.03s elapsed (1000 total ports)
Mmap scan report for localhost (127.0.0.1)

Host is up (0.000011s latency).
Other addresses for localhost (not scanned): 127.6.0.1
Mot shown: 9298 closed ports

STATE SERVICE

open ssh

open smtp

Read data files from: fusr/bin/../share/nmap
Mmap done: 1 IP address (1 host up) scanned in 0.06 seconds

Raw packets sent: 1000 (44.000KB) | Rcvd: 2002 (84.088KB)
[root@centos7 /1% |}




17. disable selinux.

padli@centOS7:/

his file controls the state of SELinux on the system.
ELINUX= can take one of these three values:
enforcing - SELinux security policy is enforced.
permissive - SELinux prints warnings instead of enforcing.
disabled - No SELinux policy is loaded.
ELINUX=disablelf]
SELINUXTYPE= can take one of three two values:
targeted - Targeted processes are protected,
minimum - Modification of targeted policy. Only selected processes are pro

T
S

mls - Multi Level Security protection.
ELINUXTYPE=targeted

"fetc/selinux/config” 14L, 546C

18. disable firewalld.

padli@centOSs7:/

[root@cent0s7? /]# systemctl stop firewalld

[root@cent0s7 [/]# systemctl disable firewalld

rm 'fetc/systemd/system/dbus-org.fedoraproject.FirewallD1l.service’
rm 'fetc/systemd/system/basic.target.wants/firewalld.service’
[root@cent0s7 []# i

19. disable postfix port 25.

A S & padli@centOs7:/
[root@cent0S? []# systemctl stop postfix

[root@cent0S? []# systemctl disable postfix
rm 'fetc/systemd/system/multi-user.target.wants/postfix.service’
[root@centOS7 []# i




20. cek open ports.

M S5 padli@centOs7:/
[root@cent0ST /]# nmap -v localhost

Starting Nmap 6.40 ( http://nmap.org ) at 2015-87-23 11:81 WIB
Initiating SYN Stealth Scan at 11:01

scanning localhost (127.0.0.1) [10800 ports]

Discovered open port 22/tcp on 127.0.0.1

Completed SYN Stealth Scan at 11:01, 0.02s elapsed (1000 total ports)
Mmap scan report for localhost (127.0.08.1)

Host is up (©.0000050s latency).

Other addresses for localhost (not scanned): 127.0.0.1
Mot shown: 999 closed ports

PORT STATE SERVICE

22ftcp open ssh

Read data files from: fusr/bin/../share/nmap
Mmap done: 1 IP address (1 host up) scanned in ©.06 seconds

Raw packets sent: 1000 (44.000KB) | Rcvd: 2001 (84.044KB)
[root@centos7 /1# |}

21. reboot.

M & © padli@centOs7:/

[root@cent0s7 /]# reboot]]

Dok 24/072015 padliyulian@ymail.com



